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Introduction 

TapestryX is a permissioned democratized network enabling real-time, high-capacity, scalable and 

secure, distributed transactions, and accounting consistency and completeness across the network 

without the need for consensus or mining. 

Every TapestryX network comes into existence when a “Sponsor” configures the initial network.  

Configuring requires license and the management of license. 

The following are the main components of the TapestryX network. 

• Sponsor will use TapestryX Network Admin Server(TNAS) to commission the network. 

• TapestryX network consists of “Nodes” – which are the actual entities that transact digital assets 

between them.  Nodes operate in two modes. 

• Digital Node (DN) – which holds digital assets and allows its owners (Transacting Parties - TPs) to 

transact their respective digital assets with others (TPs). 

• Airlock Node (AL) – which brings digital assets into DNs – in other words AL tells a DN associated 

with it what digital asset it has and who owns them, to begin with and then if new digital assets come 

to that  DN (for an owner) informs the same. Airlock Node (AL)  will not hold any digital assets. 

• TPs interact with DNs to transact using an independent access gateway platform called 

SecureTxGen.  

TapestryX Network Installation SecureTxGen 

The TapestryX network bring up requires the following steps. 

 

 

This document provides a detailed description of the TNAS user interface. 
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Functioning of TNAS 

The TNAS acts as the network administrator of TapestryX network.  It does not participate in any 

transactions between the Nodes.  The following are the services provided by the TNAS for the TapestryX 

network: 

• Initial Network Configuration of the Nodes (digital or airlock) via GUI. 

• Defining the assets and its attributes that are supported by the network. 

• Allowing new assets to be included to the network. 

• Disabling for defined period of time assets so no transactions with such assets can be caried in 

the network. 

• Addition or deletion of the nodes to the network. 

• Monitoring the health of each node. 

• Informing the network if any node is nonresponsive and down. 

• Informing the network if any node previously nonresponsive becomes operational again. 

• Orchestrate TapestryX nodes that experience short-term or long-term outage to resume 

operations. 

• Allowing external applications to communicate with TapestryX network nodes after verifying the 

credentials with Call Home Server (CHS). 

TapestryX Network Bring Up Flow 

The following is the flow of how TapestryX Network becomes operational. 
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TNAS Operations – Roles & Responsibilities  

The bullets below outlines the operation Roles supported by the TNAS and their responsibilities which 

are essential  to support a TapestryX Network. 

Super User 

▪ Downloads, Installs TNA’s and has license verified 
▪ Configures Platform Admin 

Platform Admin 

▪ Downloads Node Package for distribution 
▪ Configures network of digital and airlock nodes 
▪ Provides means for registering Node Admins and provide credentials to download Node Package 
▪ Configures the assets 
▪ Configures End of Period 
▪ Adds/deletes nodes 

 

Super User TNAS Configuration Flow 

TNAS configuration flow for Super User is as shown below. 

 

Important: Please refer to TapestryX Technology Reference Guide to understand the fundamental 

concepts of TapestryX platform. 

Super User TNAS User Interface Login 

TNAS’s web console provides the user interface.  Use one of the following browsers to connect to the 

TNAS Web user interface: Mozilla Firefox or Google Chrome (Note: the java plug-in should be enabled).  

You can connect to the TNAS Console http://<TNAS FQDN or IP Address> 

Super User must create Platform Admin who can then define TapestryX network and assets that will be 

part of the network. 
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The following login launches the TNAS User Interface. 

 

 

After successful first-time login, you will be navigated to screen shown below that requires you to change 

the username and password. 

 

After changing the Username and Password, you will be required to login again with new credentials.  
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Super User Login and Actions 

The role of Super User is to create/delete (the only operation allowed for the Super User) Platform 

Admins. Upon login the following Home screen is presented where list of existing Platform Admins will 

be displayed in a table format and the actions that Super User can perform are available from this screen. 

 

When you click on Chage Password, the following screen is presented to change the password of the 

Super User.  
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When you click on Create New User, the following screen will appear.  Enter the required information to 

create a Platform Admin. 

 

The Super User can delete an existing Platform Admin by clicking the icon in the row where the 

Platform Admin information is displayed as shown above.  Upon clicking the icon, the confirmation pop 

up will show up.  Clicking YES button deletes the Platform User and NO button will cancel the 

operation. 

 

The Super User should provide the login credentials to the respective Platform Admin to allow them to 

log in to TNAS. 
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Platform Admin Login 

You can connect to the TNAS Console http://<TNAS FQDN or IP Address> 

Login with credentials provided by Super User,  

Home Screen 

The following screen shot shows what Platform Admin will see when logged in for the first time. 

 

Platform Admin Configuration Options 

Platform Admin can define the TapestryX Network of Nodes and Assets using the TNAS GUI or import 

the configurations defined. 

 

Import 

Configurations 
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Node States 

When you click on Network menu item, since no network is configured initially, the screen will be blank.  

Once the network is configured this screen shows the network topology. 

When you configure the network, the topology will appear as follows. 

 

The following are the states through which the Node goes through. 

 

By clicking on the Node, the state of the Node is displayed. 
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After the network is configured and becomes operational the topology appears as below.   

The green color indicates that the Node is up and running.   

Important: All Nodes must become Operational before transactions can be initiated. 
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Configuring Initial Network with TNAS GUI 

TapestryX network must contain minimum of two nodes – one Airlock Node and one Digital Node. 

To create a Node, click on the Add Node button. 

 

 

You will be seeing the following message.  You can move cursor to empty space in the main screen 

and click. 
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After you click in empty space a pop-up window will show up. 

Give the name for the Node and the mode (Airlock or Digital) 

Click the Save button and the node will appear on the screen.  Below is an example shows when one 

Airlock node and three Digital nodes were created. 

 

You can now connect the Nodes created to establish connectivity. 

Important: Every Digital Node that will be bringing in assets from out of the network must be 

associated with an Airlock if the Digital Node meaning that Digital Node must be directly connected to 

the Airlock Node.  Similarly, every Digital Node that will transact with other Digital Node must be 

connected to each other as well. 
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For connecting the Nodes, click on the Add Edge button as shown below. 

 

You click on a node and drag the edge to another node to connect them as shown below. 

After the network is created, you can click on any of the Nodes or Edges to delete them as shown below.  

By clicking on the Node and selecting Edit Node option, you can change the name and mode of the Node. 
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After you finish configuring the network, you must confirm to save the configuration. 

 

You will be prompted to confirm or cancel saving the network configuration by the pop-up window 

message shown below. 

Important: DO NOT SAVE NETWORK CONFIGURATION UNLESS IT IS FINAL CONFIGURATION.  Once 

the initial network configuration is saved, the platform expects all Nodes to come to Operational state 

before allowing any transactions to take place. 
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Configuring Assets with TNAS GUI 

You can define assets by selecting the Define Assets option in the side menu under Assets option. 

 

 

Additional fields to the asset can be added (up to ten additional fields are supported).  Click on Add 

Additional Fields button and you will see the following screen where you can enter the additional asset 

related information. 
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Asset Info 

When you select the Asset Info menu choice, the Assets you have configured will be displayed. 

 

There are two actions that can be performed from this screen.  You can suspend an asset.  Suspension 

of an asset basically will be relayed to all the Nodes in the network and transactions involving those 

assets during the suspension period. 

 

An asset can be deleted from the network if and only if all assets of that particular asset type are 

transferred out of the network from all the Nodes. 
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When assets are suspended or deleted from the network, they are reflected in the Asset Info table as 

shown below. 

 

 

Important: The network must be operational before assets can be suspended or deleted.  For 

deleting the asset from network, all the assets have to be moved out of the network. 

Asset Track History 

Assets can be suspended and reactivated.  When you choose to suspend an asset by clicking on the 

Suspend button, the following pop will show up where you need to choose the suspension effective date 

and time. 

Assets be suspended in the current period after the current time.  Please note that time is local time and 

not EST. 

When you are ready to reactivate the asset, you can do so from the Asset Info table where the suspended 

asset will be available for reactivation. 

When you select the Asset Track History menu choice, the history will be displayed. 
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App Configuration Table 

In order for external applications to communicate with TapestryX nodes via API calls, they need to be 

configured in TNA and validated by TNA before the app can interact with TapestryX nodes.   

When you click on the App Configuration menu item, the following screen appears with list of external 

apps that are allowed to communicate with TapestryX Nodes. 

 

There is NO configuration required.  The authorization and access to external applications is provided 

through registration process at TapestryX’s License server. 

The following illustrates the process in which external applications are allowed to communicate with 

TapestryX Nodes. 
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Configuring End of the Period using TNAS GUI 

TapestryX employs the concept of periods for archiving data.  Typically, a period is a day. The end of the 

period (EOP) is configured for the network through TapestryX Network Administration Server (TNAS) and 

follows Eastern Standard Time (EST). The start of the period (SOP) is 30 minutes from the EOP.  No 

transactions are allowed during the interval between the EOP and the SOP. 

Two choices for EOP are Eastern Standard Time 6PM or 8PM.  The cooling-off period is the time before 

the EOP the Nodes stop processing any new transactions.  Two choices for cooling-off period are 5 

minutes and 10 minutes.  SOP is non configurable.  SOP process will be initiated by the nodes after 30 

minutes from the configured EOP time. The following screen shot shows you the configuration screen 

for the EOP. Transactions that are pending before the EOP kicks in need to be cancelled.  Two choices 

to be configured are either Manual or Automatic.  If Manual choice is selected the Technical Operator 

needs to manually cancel the pending transactions for the EOP to start.  If the choice is Automatic, the 

pending transactions are cancelled by the TapestryX platform. 

 

Important: DO NOT SAVE EOP CONFIGURATION UNLESS IT IS FINAL AS THERE IS NO OPTION TO 

EDIT ONCE CONFIGURED. 

After you save the EOP configuration, the screen will appear as follows. 
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This concludes the configuration of TNAS using TNAS GUI.  

TNAS now will wait for the nodes configured to handshake with it and for each node to establish its 

identity. 

Additional Reference Materials 

Please refer to the following documents for further information. 

• TapestryX Technology Reference Guide 

• TapestryX TNAS Installation Guide 

• TapestryX Node Users Guide 

• TapestryX TNAS Users Guide 

• TapestryX TPSim Users Guide 

 

 


